SECTION XI'I. PROTECTI ON OF LOCK COMVBI NATI ONS FOR VAULTS AND
CONTAI NERS UNDER THE DI RECT CONTROL OF THE
COMSEC CUSTODI AN ALTERNATE COMSEC CUSTODIAN

92. Ceneral. The provisions of this Section apply to conbination |ocks for
containers and vaults under the direct control of the COMSEC Custodian and
Al'ternate COMSEC Custodian. It is not intended to apply to conbination |ocks
for containers storing classified COMSEC material issued to a user. Once
COMSEC material is issued on hand receipt to a user, the user becones
responsi ble for the material and the container storing such material is
considered to be under the user's direct control.

a. Selection of Combinations. Each |ock nust have a conbination
conposed of randomy selected nunbers. This conbination will not deliberately
duplicate a conbination selected for another lock within the facility and not
be conposed of successive nunbers in a systematic sequence, nor predictable
sequence (e.g., birthdates, social security nunbers, and phone nunbers).

b. Changing Conbinations. Lock conbinations as outlined above will
only be changed by the COMSEC Custodi an or Alternate COMSEC Cust odi an.
Conbi nations nust be changed:

(1) Wien the lock is initially placed in use. (The manufacturer’s
preset conbination nust not be used.)

(2) Wen any person having authorized know edge of the combination
no | onger requires such know edge (e.g., through transfer or |oss of

cl earance)

(3) When the possibility exists that the conbination has been
subjected to conprom se.

(4) At least annually, except for those containers storing keying
materi al marked CRYPTO, the conbination to which shall be changed once each
si x nonths.

(NOre: It is specifically prohibited for individuals to record and carry, or
store insecurely for personal convenience, the conmbination to areas or
containers in which COMSEC material is stored. Also, records of such

conbi nations may not be stored in electronic formin a conmputer).

c. Cassification of Combinations. Lock conbinations nust be
classified the same as the highest classification of the information
protected by the locks. For a security container, this is the highest
classification of the information held in the container; for a vault door, it
is the highest classification of the information held in the vault, including
that information stored in containers.

d. Record of Conbinations. Each conbination nmust be recorded on a
separate record card and each card then placed in a separate envel ope,
properly marked as described bel ow and seal ed. The face of the envelope
must be stanped with the highest classification of the information protected
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by the conbination and annotated with the identification nunber of the
container to which it applies. The date of the conbination change will also
be recorded on the envelope. Each lock conbination used to protect TOP
SECRET keying material nmust be recorded separately and protectively packaged
to prevent undetected, unauthorized access to the conbination (refer to
Paragraph 93, below). Each records-of-conbination envelope will be

i dentified by the nomenclature COMBO-1 and will be controlled in the CMCS by
quantity (ALC-2). For instance, if there is only one container under the
direct control of the COVSBEC Custodian, then a quantity of one COMBO-1 w ||
be entered into the COMSEC account; however, if there are six different
contai ners under the COVBEC Custodians direct control, and, therefore, six
different record-of-combination envel opes, then a quantity of six COMBO-ls
will be entered into the COMSEC account. Once the COMSEC Custodi an has
recorded the appropriate nunber of COMBO-1ls, he/she will submt a possession
report to the COR identifying the quantity of COMBO-IS entered into the
COVBEC Account. \When a conbination is changed, the record card nust be
updated and the date of the change annotated on the record-of-conbination
envel ope, but the nomenclature identification will remain unchanged. The
record- of - combi nati on envel opes nust be secured in a container approved for
storage at the level of the information protected by the | ocks and such
contai ner nust be under the direct control of the COVSEC Custodi an and
Al'ternate Custodian. The conbination to this central container will be
commtted to menory by the coMsEc Custodian and Alternate Custodian.

93. Protective Packaging of Lock Combinations. To provide for ready access
to secured material 1n enmergencies, the [ock conbination of the central
container will be recorded on a separate record card, placed in a separate
envel ope, properly identified and appropriately classified, sealed and
protectively packaged. This record-of-conbination card will be
hand-receipted to the FSO, who will store it in a container approved for the
classification level identified on the envelope. The container nust be under
the direct control of the FSO.  Guidance for one method of protective
packaging is provided, as follows:

a. Protective Packaging Techniques. Lock conbination record cards may
be protectively packaged by covering the record card front and back wth
alumnum foil, placing it in the record-of-conmbination envel ope (refer to
par agr aph 92), sealing the envel ope, then heat sealing the envel ope between
two sheets of plastic lamnating material.

(1) Materials Required. Protective packaging as set forth above
requires the followng material:

(a) A standard opaque envelope with a gunmed flap and of a
suitable size to accommodate the record card.

(b) Alumnum foil (the standard household type is adequate).

(c) Transparent plastic lamnating material. This material
should be specifically inprinted with a distinctive design, lettering, or
| ogo type to deter attenpted penetration. (If stock lam nating material is
used, it may be possible for an unauthorized person to penetrate the plastic
| am nate, gain access to the combination, then delam nate the envel ope,
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possibly wi thout detection.) The special, inprinted plastic material should
be carefully controlled during production, distribution, storage, and use to
prevent pilfering or duplication by persons seeking to penetrate the
protective packaging.

(d) Standard heat-sealing equipment for |amnating the
pl astic.

(2) Packaging procedures.

(a) Cover the record card front and back with alum num foil.
This will | essen the possibility of sophisticated optical penetration.

(b) Place the alum num covered record card in the opaque
envel ope and seal the envelope. Enter on the face of the envel ope the
information specified in paragraph 92. These entries nust be made inink to
| essen the possibility of alteration.

(c) Heat seal the envel ope between two sheets of plastic
|am nating material. \Where special inprinted lamnating nmaterial is used,
any scraps bearing the special inprint should be treated as classified waste.

94. Periodic Inspection and Superseded Conbi nation.

a. The protective packaging described in this section provides an added
degree of protection, but is not penetration proof. It is recommended,
therefore, that the package be inspected nonthly. This inspection should
i nclude a close visual examnation of the entries on the face of the envel ope
to ensure that they are authentic, and an inspection of all plastic surfaces,
including the four edges of the package. This may reveal actual or attenpted
penetration of the protective packaging.

b. When a protectively packaged conbination has been superseded, the
package wl| be opened and inspected on the inside. This is acconplished by
maki ng two diagonal cuts, formng an “X* fromcorner to corner, through the
plastic and front of the envelope with an X-Acto knife or simlar cutting
tool. This allows the package to be opened conpletely, exposing all inside
surfaces for inspection. |If a penetration of the package occurred, it will be
reveal ed under close inspection at this tine.
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